02 KASIM 2020

Tirk Loydu
Newsletter’in 6nceki
sayilarina
www.turkloydu.org
web sayfasindan
ulasabilirsiniz.

Turk Loydu Newsletter

TLN 10/2020
DENizCiLiK SIBER RISK YONETIMI

2017 yilinda, Uluslararasi Denizcilik Orgiiti (IMO), Emniyet Yonetimi
Sistemlerinde (SMS) Denizcilik Siber Risk Yonetimi ile ilgili MSC.428 (98)
kararini kabul etti. Kararda, onaylanmis bir SMS'nin, ISM Kodunun
hedefleri ve iglevsel gereklilikleri uyarinca siber risk ydnetimini dikkate
almasi gerektigi belirtildi. Ayrica idareleri, siber risklerin sirketin 1 Ocak
2021'den sonra yapilacak “Uygunluk Doékimani” (Document of
Compliance)’nin ilk yilhk dogrulamasindan énce SMS’de uygun sekilde ele
alinmasini saglamaya tesvik eder.

IMO ayrica Denizcilik Siber Risk Yonetimine iliskin rehber ise MSC-
FAL.1/Circ.3 sirkuleriyle yayinlanmistir. Bu sirkuler, halihazirda var olan
risk yonetimi sureglerine, siber risk yonetiminin dahil edilmesi igin
gereken tavsiyeleri icerir. Sirkller ayrica etkili siber risk ydnetimini
destekleyen operasyonel unsurlari da igerir.

Denizcilik siber riski; bir teknoloji varliginin, var olan bilgi veya sistemin
bozulmasi, kaybolmasi veya tehlikeye atilmasi sonucunda, deniz
tasimacilidi ile ilgili operasyonel, emniyet veya glvenlik arizalarina neden
olabilecek potansiyel bir durum veya olay tarafindan tehdit edildigi
durumlarda alinacak énlemlere refere eder.

Kilavuz, etkili siber risk yonetimini destekleyen islevsel unsurlari
asagdidaki gibi sunar:

e Tanimlama: Siber risk yonetimi igin personel rollerinin ve
sorumluluklarin belirlenmesi ve kesintiye udradiinda gemi
operasyonlari igin risk olusturan sistemler, varliklar, veriler ve
yeteneklerin tanimlanmasi.

= Koruma: Bir siber olaya karsi koruma saglamak ve denizcilik
operasyonlarinin  sirekliligini  saglamak icin risk  kontrol
sureglerinin ve o©nlemlerinin  ve acil durum planlamasinin
uygulanmasi.

e Tespit Etme: Bir siber olayli zamaninda tespit etmek igin gerekli
faaliyetlerin gelistirilmesi ve uygulanmasi.

= Yanitlama: Dayaniklilk sadglamak ve bir siber olay nedeniyle
bozulan denizcilik operasyonlari veya hizmetleri igin gerekli
sistemleri geri ylklemek icin faaliyetler ve planlar gelistiriimesi ve
uygulanmasi.

e Kurtarma: Bir siber olaydan etkilenen denizcilik operasyonlari igin
gerekli siber sistemleri yedeklemek ve geri yuklemek icin
onlemlerin belirlenmesi.
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Tavsiyeler

MSC.428 (98) kararlari dogrultusunda, “Siber Guvenlik” ile ilgili
politikalar, prosedurler, talimatlar, risk analizleri ve kontrol listeleri
hazirlanmali ve SMS’nin ilgili bolimlerine entegre edilmelidir. Hazirlanan
dokiiman SMS’ye ek bir dokiman da olabilir. Gemi isletmecileri ve/veya
armatorler, 1 Ocak 2021'den sonra sirketin Uygunluk Dokimanrnin ilk
yilhlk denetiminden ©nce belgeleri incelenmesi icin zamaninda Turk
Loydu’nun Gemi Yonetim Sistemleri Birimi’ne teslim etmelidir.

Daha detayh bilgi igin:

Osman CAMOZU

Gemi Yonetim Sistemleri Birimi Yoneticisi
Deniz Sektoru

Tel: +90 216 581 3868

Fax: +90 216 581 3810

E-mail: ocamozu@turkloydu.org

Web: www.turkloydu.org
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MARITIME CYBER RISK MANAGEMENT

In 2017, the International Maritime Organization (IMO) adopted
resolution MSC.428(98) on Maritime Cyber Risk Management in Safety
Management System (SMS). The Resolution stated that an approved
SMS should take into account cyber risk management in accordance with
the objectives and functional requirements of the ISM Code. It further
encourages administrations to ensure that cyber risks are appropriately
addressed in safety management systems no later than the first annual
verification of the company’s Document of Compliance after 1 January
2021.

At the same time, IMO published “Guidelines on Maritime Cyber Risk
Management” with circular MSC-FAL.1/Circ.3. This circular contains
recommendations for incorporating cyber risk management into existing
risk management processes. The circular also includes operational
elements that support effective cyber risk management.

Maritime cyber risk refers to the measures to be taken in cases where a
technology asset is threatened by a potential situation or event that may
cause operational, safety or security failures related to maritime
transport as a result of the breakdown, loss or compromise of existing
information or systems.

The Guidelines present the functional elements that support effective
cyber risk management as follows:

o Identify: Define personnel roles and responsibilities for cyber risk
management and identify the systems, assets, data and
capabilities that, when disrupted, pose risks to ship operations.

e Protect: Implement risk control processes and measures, and
contingency planning to protect against a cyber-event and ensure
continuity of shipping operations.

e Detect: Develop and implement activities necessary to detect a
cyber-event in a timely manner.

e Respond: Develop and implement activities and plans to provide
resilience and to restore systems necessary for shipping
operations or services impaired due to a cyber-event.

e Recover: Identify measures to back-up and restore cyber systems
necessary for shipping operations impacted by a cyber-event.
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Recommendation

In line with the decisions of MSC.428 (98), policies, procedures,
instructions, risk analyzes and checklists related to "Cyber Security"
should be prepared and integrated into the relevant parts of the SMS.
The document prepared may also be an additional document to the SMS.
Operators and shipowners should submit the documents in due course to
Marine Management System Department of Turk Loydu for review of the
documents before the first annual verification of the company’s
Document of Compliance after 1 January 2021.

For further information:

Osman CAMOZU

Marine Management System Department Chief
Marine Sector

Tel: +90 216 581 3868
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E-mail: ocamozu@turkloydu.org
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